Online Safety Act risk assessment for the Dons Discord - 16/03/2025

This is a summary of the risk assessment of illegal harms for the Dons Discord, carried
outin line with guidance from Ofcom to ensure compliance with the Online Safety Act
2023 as a provider of User-to-user (U2U) service.

This document is published to demonstrate to members our awareness of the
regulation, and the steps we have taken to mitigate against the risk of harms on our
service to the best of our ability. This will be reviewed annually or when a significant
change is made to the service.

Risk |Kind of
Number [level [illegal harm [Narrative |IRelevant mitigations
Active monitoring;
There is no evidence that terrorism related  |system for making
content has ever been present on our service, [direct reports to
or predecessor services. In addition, Discord |moderators as well as
Low . users are not allowed to use Discord to directly to Discord;
1 . Terrorism . .
risk organise, promote, or support violent emergency controls to
extremist activities or beliefs, and such prevent private
behavours are also subject to their Off- messaging between
IPlatform Behaviours Policy. members who are not
"friends"
Neglig|Child sexual
ible or|exploitation ) ) )
2 Our service does not allow child users. Adult-only policy
no and abuse
risk  |(CSEA)
Neglig
2A |nb(ie or Grooming  |Our service does not allow child users. Adult only-policy
risk
IDiscord proactively scans images using Active monitoring;
hashing algorithms to detect known CSAM. [system for making
CSAM For example, if someone uploads animage  |direct reports to

(including  [that matches against known CSAM that has |moderators as well as
)8 Low |bothimage- |been previously reported, it is automatically |directly to Discord;
risk |based CSAM |[detected, removed, and flagged for internal |emergency controls to
and review. Discord bans such users permanently [prevent private

CSAM URLs) fJand works with law enforcement agencies. If |messaging between

necessary, we are able to disable both image |members who are not

and URL sharing on our service. "friends"




Our service enables images to be uploaded or
shared. There is no evidence that image-
based CSAM has ever been shared on our
service. Discord has comprehensive systems

Active monitoring;
system for making
direct reports to
moderators as well as
directly to Discord;

few users or is projected towards other
football clubs in general rather than at
specific people. The severity of that harm is
low.

) Low [Image-based .
2B(i) < lcsam and processes in place that ensure that emergency controls to
ris
image-based CSAM is very unlikely to be prevent private
present which is the Ofcom criteria for Low |messaging between
risk. If necessary, we are able to prevent members who are not
images being shared on our service. "friends"; power to
disable image sharing
Active monitoring;
system for makin
Our service enables users to share text of y 8
) . ) direct reports to
hyperlinks. There is no evidence that CSAM
. moderators as well as
|URLs have ever been shared on our service. ) )
. . . directly to Discord;
. Low We provide a discussion forum but we do not
2B(ii) . CSAM URLs . ) emergency controls to
risk allow child users which meets the Ofcom i
. . prevent private
criteria for Low risk. If necessary, we are able .
. . messaging between
[to prevent hyperlinks being shared on our
) members who are not
service. .
"friends"; power to
disable URL sharing
Active monitoring;
o . system for making
There is evidence, not from our own service, | .
) . . direct reports to
Encouraging [but an independent community that targets
o ) ... Imoderators as well as
. |or assisting Jour same user base, of encouraging suicide in | .
Mediu| . . . . directly to Discord;
3 _|suicide (or [the past. There is no evidence that such
m risk . . emergency controls to
attempted |discussions have ever taken place on our i
L prevent private
suicide) platform, and we do not currently have an .
) ) messaging between
off-platform behaviour policy.
members who are not
"friends"
Active monitoring;
There is no evidence of hateful content has  |system for making
ever been present on our service. It is direct reports to
possible this kind of content could appear on |moderators as well as
our platform. There is limited potential for directly to Discord;
? Low Hat harm to impact users or other affected emergency controls to
ate
risk individuals, because the harm impacts very  |prevent private

messaging between
members who are not
"friends";
automoderation tool

|fi|tering for certain




words contained in
messages which can
[take pre-determined
action without human
intervention

There is evidence of occasional harrassment,

Active monitoring;
system for making
direct reports to

suspended users and ultimately banning
users.

Harassment, |stalking threats and abuse towards specific  |moderators as well as
IMediulstalking individuals. Active moderation is used to directly to Discord;
m risk [threats and [reduce the risk by removing content, warning lemergency controls to
abuse users, suspended users and ultimately prevent private
banning users. messaging between
members who are not
"friends"
Active monitoring;
system for making
|it is possible that content relating to this kind [direct reports to
controlli of behaviour could appear on our platform. Jmoderators as well as
ontrollin
Low ) 8 Active moderation is used to reduce the risk [directly to Discord;
. or coercive i .
risk behavi by removing content, warning users, emergency controls to
ehaviour
suspended users and ultimately banning prevent private
users. messaging between
members who are not
"friends"
Active monitoring;
There is no evidence that drugs or . 8
. system for making
psychoactive substance related content has )
] ) direct reports to
ever been present on our service. It is
. o moderators as well as
Drugsand [possible that this kind of content could . .
Low . . .. [directly to Discord;
. psychoactive|appear on our platform. Active moderation is
risk . . emergency controls to
substances |used to reduce the risk by removing content, i
) prevent private
warning users, suspended users and .
) ) messaging between
ultimately banning users.
members who are not
"friends"
There is no evidence that firearms, knives and|Active monitoring;
other weapons related content has ever been Jsystem for making
Firearms, present on our service. It is possible that this [direct reports to
Low |knives and [kind of content could apear on our platform. Jmoderators as well as
risk |other Active moderation is used to reduce the risk [directly to Discord;
weapons by removing content, warning users, emergency controls to

prevent private
messaging between




members who are not
"friends"

There is no evidence that human trafficking
related content has ever been present on our
service. It is possible that this kind of content

Active monitoring;
system for making
direct reports to
moderators as well as

3 Low [|Human could appear on our platform. Active directly to Discord;
risk [trafficking |moderation is used to reduce the risk by emergency controls to
removing content, warning users, suspended [prevent private
users and ultimately banning users. messaging between
members who are not
"friends"
Active monitoring;
There is no evidence that unlawful system for making
immigration related content has ever been  [direct reports to
present on our service. It is possible that this |moderators as well as
10 Low |Unlawful kind of content could appear on our platform.|directly to Discord;
risk limmigration JActive moderation is used to reduce the risk |emergency controls to
by removing content, warning users, prevent private
suspended users and ultimately banning messaging between
users. members who are not
"friends"
Active monitoring;
There is no evidence that adult sexual system for making
exploitation related content has ever been direct reports to
sexual present on our service. It is possible that this |moderators as well as
Low o kind of content could appear on our platform.|directly to Discord;
11 . exploitation . L .
risk of adults Active moderation is used to reduce the risk |emergency controls to
by removing content, warning users, prevent private
suspended users and ultimately banning messaging between
users. members who are not
"friends"
Active monitoring;
There is no evidence that extreme system for making
pronography has ever been present on our |[direct reports to
service. It is possible that this kind of content |moderators as well as
Extreme could appear on our platform. Active directly to Discord;
pornography|moderation is used to reduce the risk by emergency controls to
removing content, warning users, suspended |prevent private
users and ultimately banning users. messaging between
Low members who are not
12 risk "friends"




Intimate
image abuse

There is no evidence that intimate image
abuse related content has ever been present
on our service. It is possible that this kind of
content could appear on our platform. Active
moderation is used to reduce the risk by
removing content, warning users, suspended
users and ultimately banning users.

Active monitoring;
system for making
direct reports to
moderators as well as
directly to Discord;
emergency controls to
prevent private
messaging between

Low members who are not
13 risk "friends"
Active monitoring;
There is no evidence that prodeeds of crime |system for making
related content has ever been present on our |direct reports to
service. It is possible that this kind of content Jmoderators as well as
Proceeds of |could appear on our platform. Active directly to Discord;
crime moderation is used to reduce the risk by emergency controls to
removing content, warning users, suspended |prevent private
users and ultimately banning users. messaging between
Low members who are not
14 risk "friends"
Active monitoring;
There is no evidence that fraud and financial [system for making
services related content has ever been direct reports to
Fraud and present on our service. It is possible that this |moderators as well as
i nancial kind of content could appear on our platform.|directly to Discord;
) Active moderation is used to reduce the risk Jemergency controls to
services by removing content, warning users, prevent private
suspended users and ultimately banning messaging between
Low users. members who are not
15 risk "friends"
Active monitoring;
There is no evidence that foreign interference|system for making
content has ever been present on our service. |direct reports to
Foreign [Iit is possible that this kind of content could |moderators as well as
. appear on our platform. Active moderation is |[directly to Discord;
interference ) .
used to reduce the risk by removing content, |[emergency controls to
offence warning users, suspended users and prevent private
ultimately banning users. messaging between
Low members who are not
16 risk "friends"
Animal There is no evidence that animal cruelty Active monitoring;
Low cruelty related content has ever been present on our [system for making
17 risk service. It is possible that this kind of content |direct reports to




could appear on our platform. Active
moderation is used to reduce the risk by
removing content, warning users, suspended
users and ultimately banning users.

moderators as well as
directly to Discord;
emergency controls to
prevent private
messaging between
members who are not
"friends"

18

IMediu
m risk

Libel

There is evidence from our own platform, and
other platforms targeting our user base, of
potentially libellous remarks being made
about individuals. When occuring on our
platform previously it has been dealt with by
removing content, warning users, suspending
users and banning users. This content is
unlikely to harm anyone other than the
individuals who have had remarks made
about them, however that harm could include

substantial damage to their reputation.

Active monitoring;
system for making
direct reports to
moderators as well as
directly to Discord;
emergency controls to
prevent private
messaging between
members who are not
"friends"




